Clio IV / Captur (2012-2015)

= Connect cable of Renault ECU Tool to the OBDII port in the vehicle
= Run software of Renault ECU Tool

= Make sure the card is removed from card reader slot

=  Press button | KeyCard Programming |

= Software will establish a diagnostic connection to HFM module and it will
read PINCODE from the car. Then it will send this PINCODE to the car to
unlock card learning routine

= Follow software messages that will guide you during entire programming
process

= Useablank (unprogrammed) card if spare card should be learned or when
all keys were lost. Make sure to learn all the cards that already belong to
the vehicle when spare card is programmed.
HFM module is capable to store up to 4 cards.
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Clio IV / Captur (2015+)

Connect cable of Renault ECU Tool to the OBDII port in the vehicle
Run software of Renault ECU Tool

Make sure the card is removed from card reader slot

Press button | KeyCard Programming |

Software will establish a diagnostic connection to HFM module and it will
try to read PINCODE from the car. It will send this PINCODE to the car to
unlock card learning routine if read was successful. In case of success,
cards can be learned as described in the previous chapter for 2012-2015
vehicles.

In case when PINCODE extraction is disabled in HFM module, following
message will take place:

Read PINCODE failed x

PIMCODE read function is locked for this car.

There are two options to continue learning:

1. Remave HFM aut of the car and read DFLASH of
uPDVOF3633

{use any suitable programmer: Renesas E1,Orange, CPT, etc.).
Load DFLASH file (32 or 64 kE) to |MEMORY DUMP| tab and
repeat card learning procedure,

PINCODE will be extracted from loaded file.

2. If one valid card is available use <Enable read PIM (2015+)>
function.

Warning!!! This function takes many risks to erase existing
PIMCODE - use it at your own responsibility!

It means that PINCODE cannot be extracted by diagnostics.
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Here is described the safest way to obtain PINCODE for card learning
when HFM module is locked. We recommend this way because it is risk-
free to erase existing PINCODE.

1. Remove HFM module out from the car and read Data Flash content
from the NEC uPD70F3633 using any suitable MCU programmer.
Connect wires from the programmer to printed circuit board of
HFM module as in the picture below:

iLET teosocobeene
i i owoomom .

(')" % .

MODE: UART_chO

MCU: uPD70F3633
uPD70F3380

OSC_FREQ=8.00MHz
| MULTIPLY RATE=4

2. Install HFM module back to the car after Data Flash was read.
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3. Go to [Memory Dump] tab and load Data Flash file using yellow

“Open File” icon. Software of Renault ECU Tool supports binary
Data Flash files of size 32 or 64 kilobytes.

& REMAULT ECU TOOL V4.11 - [Clio IV / Captur (2012+]. Learn KEYCARD, ECM, ESCL, HFM]

Status Log - Tool Select Memory Dump  Something useful About

| H File

CAXSB\HFM_Captur_285302536R.bin

0x01B0 | 00

CLIO IV/CAPTUR (2012+)
Learn CARD/ECM/ESCL/HFM

Identification

0 01 02 03 04 05 06 07 08 09 0A OB OC 0D OE OF 0123456789ABCDEF ~ MPR Reference:

M2 25 41 00 FF FF FF FF 82 D7 00 00 FF FF FF FF  [J%A. ... ......... Prog/SW Version:
0x0010 |02 25 41 00 FF FF FF FF 82 D7 00 00 FF FF FF FF . %A, . o0 vv v vn .o
0x0020 |02 25 41 00 FF FF FF FF 82 D7 00 00 FF FF FF FF . %A, . o0 vvvnvn .o VIN:
0x0030 |02 25 41 00 FF FF FF FF 82 D7 00 00 FF FF FF FF . %A, . .. vvvn v Cards stored:
0x0040 | 3C SE 97 04 FF FF FF FF 00 00 2A 3C FF FF FF FF <% .. ..... *< Hands-free:
0x0050 |00 00 5B 77 FF FF FF FF 01 00 53 9E FF FF FF FF [Weov oo S e T
0x0080 |01 00 80 CC FF FF FF FF 01 00 1C 0B FF FF FF FF oot vvin e in e ——
0x0070 |00 00 SA B8A FF FF FF FF 00 00 B3 12 FF FF FF FF v vt e v in e :
0x0080 | OF 00 E2 DB FF FF FF FF 03 00 32 ES FF FF FF FF ... ..., ... ..., EREE 1
O0x0090 [ 0A 00 B4 11 FF FF FF FF 00 00 AE 13 FF FF FE FF  ovvvvnnnn s TERA
0x00AD |00 00 50 18 FF FF FF FF 00 00 14 13 FF FF FF FF .. P v e vnn. .
0x00BO (00 00 58 1% FF FF FF FF 00 00 E7 18 FF FF FF FF B Basic functions HFM MCU dump
0x00CO |00 00 7% 1A FF FF FF FF 00 00 6A 01 FF FF FF FF .. y....... P —
0x00D0 |00 00 A4 02 FF FF FF FF 00 00 66 03 FF FF FF FF .. .uvu.... [ FLELE
OXOOED |00 00 13 13 FF FF FF FF 13 13 13 13 FF FF FF FF o vvvevnen v Erase HEM Faulis jroc HEWROCy
OxO0FD | 13 13 13 13 FF FF FF FF 13 13 13 13 FF FF FF FF vt n e ECM SYNCHRO
0x0100 | 13 01 13 13 FF FF FF FF 13 13 05 00 FF FF FF FF .ot vvie e in e Erase ABS Faulte from HFM dump
0x0110 |00 00 FF FF FF FF FF FF 3C SE 97 04 FF FF FF FF  ........ R
0x0120 |00 00 2A 3C FF FF FF FF 00 00 58 77 FF FF FF FF .. %<, .. ... [w Advanced functions
0x0130 |01 00 53 S9E FF FF FF FF 01 00 80 CC FF FF FF FF .8, iuunnnnn. s
0x0140 |01 00 1C 08 FF FF FF FF 00 00 S9A BA FF FF FF FF . .. i KeyCard Programming
0x0150 |00 00 BS 12 FF FF FF FF OF 00 E2 DB FF FF FF FF vt in e
0x0160 | 03 00 32 E9 FF FF FF FF OA 00 B4 11 FF FF FF FF .0 2utuuvnunn nan Learn HFM Learn ECM
0x0170 |00 00 AE 13 FF FF FF FF 00 00 50 18 FF FF FF FF ... ....... P
0x0180 |00 00 14 19 FF FF FF FF 00 00 5B 18 FF FF FF FF  .......... [ Change VIN Learn ESCL
0x0190 |00 00 E7 19 FF FF FF FF 00 00 79 1A FF FF FF FF ... ....... Voo
0x01A0 (00 00 &A 01 FF FF FF FF 00 00 A4 02 FF FF FF FF o .dvvninnnnnnn. Read Data FLASH

00 66 03 FF FF FF FF 00 00 13 13 FF FF FF FF .. f.. i

0x01CO (13 13 13 13 FF FF FF FF 13 13 13 13 FF FF FF FF . v v o 1 Rezet HFM to VIRGIN !
0x04D0 |13 13 13 13 FF FF FF FF 13 01 13 13 FF FF FF FF v 0vvrne e,
0x01ED | 13 13 05 00 FF FF FF FF 00 00 FF FF FF FF FF FF o vt viin e in e Enable read PIN (2015+)
0x01FD | 10 10 00 00 FF FF FF FF 00 00 00 00 FF FF FF FF v vt vvin v e
0x0200 |00 00 00 00 FF FF FF FF 00 00 00 00 FF FF FF FF v vt vvie it e e Calculate CRYPTO_KEY from PINCODE
0x0210 |00 00 FF FF FF FF FF FF 10 10 00 00 FF FF FF FF oot in e w

With Data Flash file loaded, repeat card learning procedure in the
exactly same way, as it was described in the chapter about card
learning for 2012-2015 vehicles.

Press button | KeyCard Programming |

Software will try to read PINCODE from HFM module by diagnostic
connection. It will fail, because HFM module is still locked. Then it
will calculate PINCODE from loaded Data Flash file and it will send
it to the car to unlock card learning procedure.

Follow software messages that will guide you during entire card
learning process.
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Clio IV / Captur (2015+)

Read of PINCODE by diagnostic can be re-enabled for 2015+ Clio IV / Captur
vehicles if one valid card, that can start the vehicle, is available. Technique to
override read protection is based on the fact, that ISK code in the HFM is not
erased in most cases after reset-to-virgin: data record that stores ISK code is
just marked as outdated, meanwhile new record with a virgin state is created.

Unfortunately, this method takes many risks for ISK code to be lost
irreversibly. It could happen that all eight data records in Data Flash are
already full and MCU must to erase whole Data Flash range to create a new
virgin record. In that case ISK code is permanently erased and cannot be
recovered. In the other words, this procedure is very unreliable and should be
used on your own risk!!!

A way better choice is to use procedure that calculates PINCODE from the
loaded Data Flash dump!

If in spite of everything you decided to go on, here is explanation of what will
happen when you will press the button Enable read PIN (2015+)

It is allowed to remove read protection feature only in case when HFM module
is virgin, so we need to reset HFM to virgin, disable read protection and learn
back the HFM module, using a valid card. This is done by software of Renault
ECU Tool in several interactive steps:

e Check if valid card is available

e Reset HFM to virgin

e Disable read protection

e Read PINCODE from unlocked HFM module

e Learn virgin HFM module using extracted PINCODE and a valid card
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Clio IV / Captur (2015+)

Read of PINCODE by diagnostic can be re-enabled for 2015+ Clio IV / Captur
vehicles also in case when all keys were lost. Technique to override read
protection is based on the fact, that ISK code in the HFM is not erased in most
cases after reset-to-virgin: data record that stores ISK code is just marked as
outdated, meanwhile new record with a virgin state is created.

Unfortunately, this method takes many risks for ISK code to be lost
irreversibly. It could happen that all eight data records in Data Flash are
already full and MCU must to erase whole Data Flash range to create a new
virgin record. In that case ISK code is permanently erased and cannot be
recovered. In the other words, this procedure is very unreliable and should be
used on your own risk!!!

A way better choice is to use procedure that calculates PINCODE from the
loaded Data Flash dump!

All you need is a blank Hitag-AES card and transponder programmer, capable to
operate with Hitag-AES keys. Current article refers to Master Key Il (MK3)
transponder programmer, but you are free to use any other programmer with
support for Hitag-AES transponders.

Before to proceed please check if you got latest software of Renault ECU Tool
downloaded (V4.10 or higher).

Fig. 1 Transponder programmer Master Key lll
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1. Connect Renault ECU Tool to the vehicle and reset HFM module to
VIRGIN. PINCODE read protection is removed during RESET-TO-VIRGIN
procedure.

2. Read PINCODE and TRANSPONDER CRYPTO_KEY. Just press <Read
Identification> button for this.

[T 09 35]
[11:09:38] Status Feading ISK:

[11:09:48] Statu= STEF 1. . QK

[11:09:50] Status= STEFR 2. . QK

[11:09:50] Statu=s STEFP_3. . QK

[11:10:27] Statu= STEF 4. . QK

[11:10:28] Statu= STEER 5. . QK

[11:10:28] Status STEFR 6. . QK

[11:10:28]

[11:10:28] ISE 94 18 98 7F 9E D6 86 50 07 12 83 03 E2 2C 2C 10
[11:10:28] PINCODE: 98 0% 58 1A 4C 01 FA 40 B2 23 6B FE 23 Fe 30 8D
[11:10:28]

[11:10:28] t

[11:10:28] | TRANSPONDER CEYFTO_KEY |
[11:10:28] t

[11:10:28] | E4 54 OB 8B BA C4 DE 24 DE F8 EA 01 60 0& 90 23F |
[11:10:28] f

[11:10:28]

[11:10:28] Status=s Waiting For Commands

3. Read blank Hitag-AES card using transponder programmer. You can see
factory default crypto key in Segment 0.

X

File

Tools Utilites Special Function  Help

mlallall o] /x| o

PCF | TEMIC | TEXAS | DST128 | Megamos 48 | Megamos 8 | Hitag2 | HitagPro  HitagAES/Hitags |

DS

ISK

[76 05 D1 41 | [11 11 22 2233 33 44 4455 55 66 6677 77 88 as|
Segment
seg= [0~ R/ Acces: | plain/plain Size: | 32 bytes 81

11 11 22 32 33 33 44 44 55 55 &6 66
00 00 00 00 00 00 00 00 FFE FF FF FF WWeuewewennnnnan

11:19:12

IDLE 0%
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4. Replace factory default key 11112222333344445555666677778888 with
the one, you did read during step 2. Also replace 4 bytes in a green frame
with highest four bytes of TRANSPONDER CRYPTO_KEY in reversed order.

®, www.mk3.com — e

File Tools UHilites Special Function Help

pcF | TEMIC | TEXAS | DST128 | Megamos 48 | Megamos 8€ | Hitag2 | HitagPro  HitagAES Hitag3 |

~1DS ISK
[76 05 D1 41| (11 11 22 22([33 33 44 44|55 55 &6 &6[77 77 88 83|
—Segment

Seg#E: IU vI R Acces: I plain/plain Sizes I 32 bytes

000076 05 D1 41
I'.'I".'Il".'lllEEI 0& 90 3F

E4 54
00 00 0o 0o

COE 5B Bd C4 DE 34

5B OB 54 E4

OB Fg E&A 01|v..B.T...cuuuun.
FF FF FF FF "..%uuuu.. Touun.

VAARN

/ / \ \ TRANSFONDER CRYPTO KEY

|E-'1 54 DE BBlBE- C4 DE 54 DE F& EA 01 60 0& 90 3F

13:04:47 IDLE | 0%

5. Program modified data to transponder.

%, www.mk3.com — *

File Tools Utilites Special Function Help
mlallallof 4 x| e

PcF | TEMIC | TEXAS | DST128 | Megames 48 | Megamos 8 | Hitag? | HitagPro  HitagAESHitag3 |

] ISK
[76 05 D1 41] [11 11 22 22|33 33 a4 2455 55 66 66|77 77 88 &g
—Segment
Write Tr d W
Seg#: m rite lransponder

=% Do you really want to WRITE Transponder?
000076 05 DL 41

001060 OB 90 3F| =  Chose Write All to write All Segments.
Chose Write Seg to write Selected Segment Only.
Chose Cancel to Abort operation,

Write All | Write Seg 0 I Cancel

13:06:51 IDLE || 0%
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6. Transfer TRANSPONDER CRYPTO_KEY to ISK field of transponder

programmer.

%, www.mk3.com

File Tools

Litilites

Special Function  Help

RERM

pcF | TEMIC | TEXAS | DST128 | Megamos 48 | Megamos 8E | Hitag2 | HitagPro  HitagAES/Hitag3 |

ISK

|[E4 54 DB 2B|B6é C4 DE 24 |[DB F2 EA 01|60 0A& S0 3F|

—oegment

Seg#:

R /W Acces: I plain fplain

Size: | 32 bytes

0000 76
0010 &0

D1 41 E4 54
b0 3F 00 00

DB 8B Be C4
00 oo

CE 54 DB F3 E&A 0l v..B.T..uuuunnns
BB OB 54 E4 FF FF FF FF ".u®ianans Tiuunn

TEANSPONDER CREYFTO _KEY

E4 54 DB 8E Be C4 DE 84

DE F& EA 01 60 0A 90 3F

13:13:05 IDLE | 0%
7. Read transponder configuration.
%, www.mk3.com — X
File Tools Utilites Special Function Help
E E Hitag2 XMA Configuration n
3
R I —Access Mode Read/Write—————— [ Segment Size I
rIDS— B
E 0 Iplain,'plain vl [~ Lock 0 |32 bytes vl ¥ Lock
i Ia’yptedfaypted 'l ¥ Lack i |32 bytes 'l ¥ Lock
-5 | -
= prd Iplain,’plain 'l I~ Lock 2 |32 bytes 'l W Lock :|
Seg® 1
5 Iplain!plain 'l [ Lock 3 |32 bytes 'l ¥ Lock
Go00 - 4 Iplain!plain vl I Lock 4 |32 bytes vl W Lock E
0o1ay | g Iplain!plain 'l I Lock 5 |256 bytes 'l W Lock
6 Iplain!plain 'l [ Lock 6 |32 bytes vl ¥ Lock
7 Iplain,'plain vl I Lock 7 |32 bytes vl W Lock
13:08:45 IDLE | 0%
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8. Change R/W Access for Segment 0 from factory default “plain/plain’

)

(value 03) to “crypted/crypted” (value 07) and press <Update CFG>.

This step is very important- without doing this card still will be recognized

as BLANK.

Do not set LOCK bit!!!

Hitag2 XMA Configuration
—Access Mode Read/\Write —Segment Size

0 [plain/plain | I Lock 0 [s2bytes <] W Lock
1 |ryptedfaypted <[ IV Lack [87] 1|32bytes =] ¥ Lock
2 Iplainfplain LI [ Lodk 2 Im ¥ Lock
3 [plinfplain v [ Lock 3 [s2bytes <] W Lock
4 |plainfplain ~ «| [ Lock 4 [s2bytes <] W Lock
g Iplainfplain LI [ Lock 5 Im ¥ Lock
] Iplainfplain LI [ Lock & Im ¥ Lock
7 Iplainfplain ;I [ Lock 7 Im ¥ Lock

L&l Resdcrs W Update CFG

AFTER

= Hitagd XMA Configuration

—Access Mode Read/Write

- | o B ] T toe [17]

—Segment Size

U|32hytes "I M Lock

(1 Iu-yptedfn'ypted ;I E Lock

2 Iplainfplain ;I [ Lock
i 3 |plainfplain | I Lok
L | 4 |lainy/plain | I Lok
¥ | 5 |plainfplain | ™ Lok
6 |plain/plain | ™ Lok
7 Iplain;"plain j [ Lodk

1 |32 bytes ;I ¥ Lock

2 Im ¥ Lock
3 Im ¥ Lock
4 |32|:n,-'tes vI ¥ Lock
5 |256 bytes vI ¥ Lock
] Im ¥ Lock
7 Im ¥ Lock

FIRE | [oa] [cao] [oo] [co
= [~ = (=] |—=]| |~ |~
1

Read CFG

w Update CFG
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9. Learn HFM module. Enter ISK or PINCODE extracted at the step 2 and use
already pre-programmed card during HFM learning.

[11:10:28] A

[11:10:28] ISK ;94 18 96 JVF 9E De B 50 0% 12 B3 03 E2 2C 2C 10 MPR Referen
[11:10:28] PINCODE: 98 09 58 1A 4C 01 Fa 40 B2 23 6B FE 23 Fo 30 2D Prag/S Yerd
[11:10:28]

11:10:28 r

Ell 10 23% | Learn virgin HEM/BCM with new code

[11:10:28] T————

11:10:28 E4 .

%11 10 23% +—— TWhat is known? :

[11:10:28] Write code
[11:10:28] Statu=z . Wai ol feai i
DLy - i Doredem St I know original ISK

[11:29:50] Device Statuy . .

[11:29:50] Device Name o Exit programming i
[11:29:52] Status : Finf O T know original PIN Code

[11:29:52] Bootloader w

[11:29:52] Bootloader I u
[11:29:52] Application 5K 0
[11:30:07] Statu=s . Fin |
[11:30:07] Statu=s : Con

[11:30:07] Status - D=t| oA 18 |96 [7F [9F [D6 [86 (50 |07 12 |83 03 [E2 [2c [2C |10
[11:30:07] Statu= . Eea f
[11:30:08] Statu= . Ers

[11:30:08] Statu=s . Wai

[11:30:15] Status : Fin| [T Code |
[11:30:16] Statu=s : Con -
[11:30:16] Status : Rea | | | | | | | | | | | | | | | | T
[11:30:16] Statu= . Eea -
[11:30:16]

[11:30:16] IGH

Job done. This is a final result:

(Z28:14] Statu=s . Reading BCH programming =tate. .  DOHE
(29:01] Status : Galnlng =security access. . 0K

:29:01] Statu=s : Launching BCH learning modes. .  DOHE
:29:07] Statu= . Learning ISK to BCH. .  DOHE

(29:07]

(29:07] Status= f f
:29:07] Status ;| BCM LEARNING successfully completed |
:29:07] Status I Cvzle igniticn key

(29:07] Statu= to store programmed walues
(29:07] Status
(29:07]

:29:07] Statu=s . Waiting For Commands

—r———————— ———
el el e e el e e e e
[0 B T B0 T T [ 10 B0 [ T [
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